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Abstract—Insider threats pose a challenge to all companies
and organizations. Identification of culprit after an attack is
often too late and result in detrimental consequences for the
organization. Majority of past research on insider threat has fo-
cused on post-hoc personality analysis of known insider threats
to identify personality vulnerabilities. It has been proposed
that certain personality vulnerabilities place individuals to be
at risk to perpetuating insider threats should the environment
and opportunity arise. To that end, this study utilizes a game-
based approach to simulate a scenario of intellectual property
theft and investigate behavioral and personality differences
of individuals who exhibit insider-threat related behavior.
Features were extracted from games, text collected through
implicit and explicit measures, simultaneous facial expression
recordings, and personality variables (HEXACO, Dark Triad
and Entitlement Attitudes) calculated from questionnaire. We
applied ensemble machine learning algorithms and show that
they produce an acceptable balance of precision and recall.
Our results showcase the possibility of harnessing personality
variables, facial expressions and linguistic features in the
modeling and prediction of insider-threat.

Keywords-Insider Threat Detection, Behavioral Analysis,
Game-based Approach

I. INTRODUCTION

Detecting malicious insiders is a challenging endeavor.
Insider attacks are hard to anticipate and counter as they are
perpetuated by trusted individuals who are granted access
to the organization’s assets and are strongly motivated to
conceal their actions [1]. Insider crime related to intellectual
property (IP) theft cause heavy financial damages related
to legal embroilments, loss of patent opportunity, trade
secrets and organizational reputation. In Shaw & Stock’s
critical pathway model, the trajectory towards an insider
threat from these individuals can be exacerbated by personal
stressors (e.g., financial instability), organizational factors
(e.g., lack of safety culture) and professional stressors (e.g.,
poor performance feedback) or negated by protective factors
(e.g., social support) [2], [3].

In this paper, we outline a deception study that provides
a low-risk, virtual environment platform to simulate IP theft
and collect real-time behavioral data. Using this platform, we
collect various real-time behavioral data and investigate if
affective, linguistic, and personality features can help in the

automated prediction of insider-threat related behaviors. This
study is part of a long-term research aiming to develop an
objective and automated screening tool for insider threat pre-
vention and intervention. Being able to identify and cluster
personality vulnerabilities and relevant features can improve
effective intervention for at-risk individuals and prevent
these insider attacks. In this respect, our ensemble learning
algorithms provide acceptable F-scores while predicting the
insider threat behaviors among participants.

The rest of the paper is organized as follows. In section II
we provide a brief overview of the related works. Section III
describes our game framework used to collect data for our
experiments and we elaborate on the experimental setup in
section IV. We then report the results and analysis of the
data collected in section V and conclude with the summary
of our work in section VL

II. RELATED WORK

Researchers have outlined suspicious behaviors such as
counterproductive work behaviors (CWBs) [4] and profiled
psychological vulnerabilities such as resentment and entitle-
ment [5]. These profiles suggest the potential of preventing
insider attacks, with the premise that the organization is
in the position to detect and report these behavior. How-
ever, such a method may become unrealistic for a large
organization. As such, some researchers have observed the
need to develop computer models to predict insider attacks
and aid human decision-making when flagging potential
insider employees. Schultz [6], outlined a broad framework
that addresses cyber, behavioral and psychological elements,
while Greitzer et al. [7], evaluated a comprehensive Bayesian
net-based model, which identified and ranked 10 simulated
scenarios, achieving a high level of agreement with human
expert judgements (R? = 0.94). Despite providing important
indicators to identify potential insiders, the fact that the data
is synthetic limits the ecological validity of the study.

Very few studies, to date, managed to apply and model
their frameworks on ecological data. Brdiczka and col-
leagues [8] developed an architecture for insider-threat de-
tection by combining Big Five traits and structural anomaly
detection of social and information networks. They predicted



malicious sabotage behaviors (defined as leaving a player
guild and harming the progress of the guild) within a dataset
of actual players in a multi-player online game, War of
Warcraft.

Due to the difficulty of acquiring real-world behavioral
data of insiders, actual empirical evidence of insider behav-
iors is limited [9]. Studies have turned to simulating insider
threat scenarios by asking participants to role-play as an
insider. These studies found significant differences between
insiders and control groups (for a review see [10]). In studies
by Azaria et al. [10] and Taylor et al. [11], participants
were instructed to role-play and perform data exfiltration
tasks (i.e., act in specific ways to obtain some information
surreptitiously). These approaches, while closer to real world
data, still presents a degree of artificiality in the data as
participants were explicitly instructed to act as insiders and
may not truly be motivated to do so.

As an effort to create more ecologically valid datasets,
recent studies utilized a more unstructured environment
where participants are enticed or incentivized to engage in
malicious activities in a multi-player game environment. Ho
et al. [12] found that participants who chose to betray and
deceive their group members exhibited significant linguistic
differences during their chat-room interactions. Additionally,
a study by Rizzo et al. [13] predefined a list of behavioral
indicators and found that engagement and feedback-related
behaviors during online social interactions can contribute to
the distinguishing between betrayers and non-betrayers.

Beyond deceptive communication and betrayal behaviors,
Harilal and colleagues [14] designed a gamified competi-
tion, enticing participants to explore malicious strategies to
get ahead of the competition. With the aim to observe a
wider range of insider-threat related behaviors, they col-
lected a dataset that includes observations of malicious
insider instances from multiple data sources such as emails,
keystrokes, network traffic, etc. On top of that, the dataset
consists of personality traits of participants. However, pre-
diction and detection of insider threat was beyond the scope
of their study.

While research on understanding the social interactions
of insiders is relevant, our work focuses on IP-theft related
behavior and investigates behavioral and personality disposi-
tions of perpetrators who act in isolation when left alone or
avoid social communication with others while perpetuating
a malicious act. We utilize a covert game environment
to study personality and behavioral dispositions associated
with individuals who exhibit insider-related behavior in
face of organizational stressors and extrinsic rewards. We
also showcase the potential of harnessing these behavioral
manifestations and personality dispositions as features to
distinguish individuals who exhibit IP-theft behaviors and
those who do not.

III. SYSTEM OVERVIEW

The game (see Fig. 1) is modeled after a real-world
insider threat situation, where perpetrators are trusted with
access to a shared information system, faced with stressors
and a promising reward for extrinsic motivation to react
maliciously. The game framework consists of 5 mini games,
the screenshots of which are provided in Fig. 2. Participants
have to complete the mini games in order to collect clues
and solve a final riddle.

A. Mimicking organizational stressors

Case studies of known insiders reveal that these indi-
viduals, when faced with negative feedback and under-
appreciation, are more likely to feel disgruntled and suscep-
tible to act in revenge against the organization, should the
opportunity arise [15]. In our game platform, we include in-
game events and elements designed to mimic organizational
stressors that precipitate vulnerable individuals to perpetuate
insider attacks. Common stressors include poor performance
feedback, under-appreciation, and work pressure [16].

We simulate work pressure through a timer at the top
of the screen and the emphasis of time-based performance
(see Fig. 1). Moreover, three mini games are cognitive
puzzles which are set at a medium difficulty level so that
the participants are required to spend considerable amount
of time on them. The motivation for these is to test whether
the participants are enticed to resort to unfair means while
faced with stressful and frustrating situations.

In addition, when playing the game, participants receive
periodic notifications that:

1) other dummy participants have completed their tasks,

2) falsely inform that they are not performing up to

standards,

3) undermine their efforts in completing the game.
These notifications are designed to mimic poor performance
feedback and under appreciation of efforts (see Fig. 1 for an
example).

B. Honeypots

There are 2 honeypots which participants can steal in-
formation from to boost the speed and accuracy of their
performance. The motivation for the placement and ease of
access of these honeypots is to model scenarios where the
individuals have easy access to insider information and can
steal or pry on such information if the need arises.

Upon completion of each mini game, a clue (puzzle piece)
to solve the final riddle is uploaded into a folder designated
to the participant. Participants are allowed access to the
central folder containing all participants’ folder, including
their own. The participants are explicitly instructed to only
access their own folder. However, participants may choose
to open other folders and view or steal the clues to solve
the mystery. This is the first honeypot accessible to the
participants, where the participant can steal clues from other
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Figure 1: Main screen of the game framework.

participants’ folders and complete the final puzzle without
playing the mini games.

In addition, the solutions to the three cognitive puzzles are
uploaded in the central folder. This is defined as the second
honeypot, where participants may access the answers, submit
it as their own to achieve the highest number of accurate
answers.

C. Implicit and explicit personality measures

Two implicit tests are disguised as mini games aimed
at measuring the participants’ emotional predisposition and
implicit cognition. The first is a writing exercise (see Fig. 2),
where participants are tasked to generate stories for 4
pictures, and the second is a word completion task (WCT in
Fig. 2) designed to measure trait affectivity, i.e., an individ-
ual’s emotional predisposition. High negative trait affectivity
has been found to correlate positively with counterproductive
work behaviors (CWBs) [17], a strong precursor of insider
actions. Moreover, as previous studies have preliminarily
shown the possibility of leveraging linguistic cues in chat
messages of players acting as insiders [11], we administered
these implicit tasks to explore if individual differences in
linguistics and trait affectivity could be leveraged as features
in the classification of insider threat behavior.

Upon completion of the game i.e., successfully solving the
final riddle, participants were electronically administered 3
personality questionnaires, where participants are presented

with statements and tasked to rate the extent to which they
agree or disagree with the statements.

The first questionnaire is the HEXACO Personality Inven-
tory [18], which measures the Big Five traits of Openness,
Conscientiousness, Extraversion, Agreeableness and Neu-
roticism, as well as Honesty-Humility. This questionnaire
measures six personality traits, namely Honesty-Humility,
Emotionality, Extraversion, Agreeableness, Conscientious-
ness, and Openness to Experience. It consists of 60 state-
ments that reflect the different traits and participants will be
required to rate the extent to which they agree or disagree
with the statements.

Next, the Dark Triad (DT) of Personality [19] consists of 3
subscales — Narcissism, Psychopathy and Machiavellianism.
An example of an item measuring Machiavellianism is “It’s
wise to keep track of information that you can use against
people later”. An example of an item measuring Narcissism
is “I know that I am special because everyone keeps telling
me so”’, while “Payback needs to be quick and nasty”
measures Psychopathy.

Lastly, the Entitlement Attitudes (EA) Questionnaire mea-
sures an individual’s level of psychological entitlement [20].
Participants are presented with statements and tasked to
rate the extent to which they agree or disagree with the
statements. The questionnaire consists of three subscales —
Active, Passive and Revenge [21], [22]. Active Entitlement
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Figure 2: Screenshots of minigames.

is based on the promotion of self-interest and self-reliance
in achieving life goals and is measured by items such as “I
deserve the best”. Passive Entitlement is conceptualized as
the belief that other people, institutions and social groups
that the individual belongs in must serve the interest of
the individual. An example of an item measuring Passive
Entitlement is “It is the duty of the state to care for all
citizens”. Lastly, Revenge Entitlement is defined as the
tendency to insist on revenge and the inability to forgive
prior harms or insults [10]. An example of an item is “I do
not forgive sustained insults”.

Post-hoc personality analysis of known insiders found that
insiders tend to have a strong sense of entitlement, exhibit
the Dark Triad personality traits [23] and decreased levels
of HEXACO traits [24]. Taken together, we collect a variety

of personality variables through implicit and explicit means
as a comprehensive effort to delineate potential disposition
indicators for insider-threat detection.

IV. EXPERIMENTAL DESIGN

In order to collect data for the analysis of the effectiveness
of the game framework, we performed some experiments
with the game platform described in Section III. Participants
were recruited and briefed that the study was a language and
memory game and, they had no knowledge of the actual
purpose of the study. Each participant was administered
the consent procedure and agreed for their video and audio
recordings to be taken. To complete the game, participants
had to solve a mystery by collecting puzzle pieces awarded
upon completion of each mini game. Participants are in-



formed that that the speed and accuracy of their performance
in each mini game will be pitted against other participants
for a grand prize of SGD$200. Participants are left alone in
the room to complete the game, mimicking the independence
and implicit organizational trust awarded to employees [25].
Upon completion of the game, participants were electron-
ically administered the HEXACO questionnaire [18], the
Dark Triad Questionnaire [19], the Entitlement Attitudes
Questionnaire [20] and a demographics questionnaire. We
present a short diagram depicting the flow for experiment in
Fig. 3.

V. ANALYSIS AND RESULTS

In this section, we describe the dataset we have collected
as well as our data analysis pipeline and results.

A. Dataset

The dataset presented in this study is collected from 40
participants (15 males, 25 females). For each subject, we
have collected the following:

1) HEXACO, DT and EA scores,

2) WCT scores,

3) linguistic cues extracted from the text generated in the
writing task,

4) Facial emotions extracted using Affdex SDK during
game and debriefing interview.

We computed the scores for the questionnaires (HEX-
ACO, DT, EA) and WCT as described in [17]-[20] and
used the scores as features. For the text generated in the
writing task, we applied Linguistic Inquiry and Word Count
(LTWC2015) to extract linguistic features. For each set of
text, this dictionary-based tool categorizes and counts the
number of words that corresponds to several subsets of
words representing different linguistic dimensions, psycho-
logical states, and affective, social and cognitive processes,
providing an 80-dimensional feature vector. A detailed de-
scription of LIWC 2015 and the word-subsets are available
at [26]. All word counts were normalized by the number
of words written by the participant and served as linguistic
features for classification.

For the video recordings, we applied Affectiva’s expres-
sion recognition toolkit, Affdex SDK [27], to extract partici-
pants’ facial expressions. The feature set comprises 43 cues,
including emotions (e.g., joy, fear, sadness, surprise, anger,
disgust), expressions from cheek, eye, lip, brow, dimple,
etc., and emojis (e.g., flushed, kissing, rage, relaxed, scream,
smirk, etc.). Videos are scanned at 3 frames per second.
Subsequently, the means and standard deviations of these
cues over the whole duration of the video were computed
and 86 video features were used for classification.

For the observation of IP-theft related behavior, we cat-
egorized participants into the following 2 classes based on
their behavior during the game:

e Class 0: did not steal clues or solutions to complete the
game (n = 30)
e Class I: stole clues and/or solutions to complete the
game (n= 10).
The candidates categorized as Class I are are considered
to have exhibited IP-theft related behavior.

B. Analysis

In our dataset, we had several missing data points as WCT
scores were missing for 7 participants, video recordings were
missing for 3 participants due to system failure and lastly, 1
participant did not have WCT scores and video recording.

Thus, for analysis, we have grouped the participants into
four categories as follows:

e Group 1: Participants with questionnaire and LIWC
scores - this includes all 40 participants.

e Group 2: Participants with questionnaire and LIWC
scores and Affectiva features - this includes 37 partic-
ipants.

e Group 3: Participants with questionnaire, LIWC and
WCT scores - this includes 33 participants.

o Group 4: Participants with questionnaire and LIWC
and WCT scores and Affectiva features - this includes
31 participants.

We perform an early fusion of the features for each of the
groups described above and then apply our machine learning
model on them (see Fig. 4).

C. Results

For classification, we designed an ensemble learning
based classifier for binary classification of the data into the
two classes mentioned in Section V-A. We used the Scikit-
learn toolkit [28] to perform leave-one-out crossvalidation
for classification and prediction tasks. In each crossvalida-
tion loop, one sample was held as the testing set, and the
rest of the samples made up the training set. We applied
3-fold cross-validation gridsearch on the training set to
select significant features (sorted by ANOVA F-value) and
to optimize the parameters of 5 classifiers (Support Vector
Machine (SVM), Logistic Regression (LR), GradientBoost,
AdaBoost, and RandomForest). Additionally, in the 3-fold
cross-validation grid-search, we applied standardization to
balance and scale the training set. Finally, we used these 5
optimized classifiers to predict the testing data and soft vote
the prediction scores to provide the final prediction of the
testing set. We report the confusion matrix, precision, recall,
F'-score as well as the overall accuracy for the classification
method in Tables I- IV. We have reported the results based
on the groups enumerated in Section V. Since we have
facial emotions extracted for two cases - while participants
were playing the game and while the participants were being
debriefed, we have presented results for Group 2 and Group
4 for the following two cases:-
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favoring precision over recall (or vice versa) is much more
nuanced as the issues of false positives could create mistrust
in the organization, loss of resources channeled at innocent
employees and delay in dealing with actual insiders. On
the other hand, the heavy damages related to insider threat
highlight the need to minimize false negatives as well. Thus,
in this case, an F-score assessment, indicating a harmonic
balance between precision and recall, is more appropriate.

To evaluate the fidelity of using each group of features
for binary classification, we computed baseline values using
dummy classifier that classifies all participants into the
majority class (i.e., Class 0: No observation of IP-theft
related behavior). The baseline accuracy for Group 1 is
0.75 and the baseline average F-score is 0.64. The baseline
accuracy for Group 2 is 0.81 and the baseline average F-
score is 0.726. The baseline accuracy for Group 3 is 0.7878
and the baseline average F-score is 0.654. The baseline
accuracy for Group 4 is 0.806 and the baseline average
F-score is 0.720. As seen from the tables, our ensemble
classifier achieved higher F-scores than baseline F-scores in
quite a few cases using each group of features individually
and in combinations.

VI. CONCLUSION

In this paper, we presented a novel approach towards col-
lecting real-world data of insider-like behavior and explored
the potential of visual cues, personality traits and linguistic
features to classify individuals who exhibit risky behaviors
of interest (i.e., engage in stealing of information) and
individuals who do not. We collected personality variables,

facial expressions, and linguistic features of individuals who
exhibited IP theft-related behavior, specifically stealing in-
formation for personal gain. As a preliminary study, we have
shown that our game elicits different behavioral responses
from individuals. When faced with obstacles, stress, and
a tantalizing reward, participants in the study reacted in
a myriad of diverse ways, specifically, a few participants
engaged in the act of stealing to achieve their goals. More
importantly, our results are promising and show that there
are significant personality and behavioral differences be-
tween individuals that engage in stealing behaviors and those
who do not. Understanding and harnessing these differences
can be valuable in the prevention and intervention of insider
threats. We intend to collect a larger dataset, explore more
demographics, personality dispositions and behavioral cues
as features. We will also improve our classification and fea-
ture selection methods to delineate discriminating features
and detect common patterns among individuals who exhibit
insider-threat behaviors.
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